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O HanpaBjieHuN UHPOpPMAITUU

JlemapraMeHT TOCyJapCcTBEHHOM TOJUTUKU B cdepe oOmero ob6pa3oBaHUA
Muno6pHayku Poccum HampasisgeT i cBefleHus paspaboTaHHble BpeMeHHOU
komuccueii CoBera ®Penepanuu 10 PasBUTHI0O HHQPOPMAIMOHHOIO O00IecTBa
METOJHWYEeCKHe PEeKOMeHJaluAd O pas3MelleHud Ha HHQOPMAaIUOHHBIX CTEeHAAX,
obuIMaNbHBIX  WHTEpHeT-callTax U  JApyrux UHGOPMALMOHHBIX  pecypcax
00111e00pa3oBaTeIbHbIX OPraHU3allMi KW OPraHOB, OCYLIECTB/IAIONINX yIpaBJeHUEe B
cdepe obpazoBaHusa, HHGOPMAIUK O OE301IACHOM IOBEIEHUH U HCII0JIb30BAHUH CETU
«IHTEpHET».

Hupekrop [enapramenTa
A.E. IleTtpos

MeToauueckue peKoMeHJanuu
0 pasMenieHU Ha HTH(POPMAIIMOHHBIX CTEHAAX, OPUITNATbHBIX
MHTEPHET-cafTax M APyrux nHOPpMaAIIMOHHBIX pecypcax
001e00pa3oBaTeJIbHbIX OPraHU3aui U OPraHoOB,
OCYIIECTB/IAIOINX yIIpaBjdeHnue B chepe oopazoBaHul,
nHopMamuu 0 6€30IMaCHOM IIOBEIEHUHU U UCIIOJIb30BAaHUU CETU
«HTEepHET»

dkcnepraMu U uwieHaMu BpemennHoil komuccun CoBera Penepanyy 1o pPas3BUTUIO
“HOPMAIMOHHOTO 00IIEeCTBa B paMKaX BBIINIOJIHEHHUSA PEKOMEHIAINH MapIaMeHTCKIX
CJIYIIAaHUHM «AKTyaJIbHbIE BOIIPOCHI obecrieueHUs1 6€30MACHOCTH W Pa3BUTHUS JeTed B
“H(OPMaLIMOHHOM MPOCTPaHCTBe», KOTopble Iponwuiu B Cosete Pesepariuu 17 anpess
2017 T., ObUTM pa3paboTaHbl METOAMYECKHE PEKOMEHJAIMM O pa3MelleHud Ha
MHOPMAIIMOHHBIX  CTE€H/aX, OQUIUAIbHBIX  WHTEPHET-CAalTax ©  JPYTHX
WHPOPMANIMOHHBIX pecypcax 001Ieo0pa30BaTeIbHBIX OpPTraHU3aUid U  OPraHOB,
OCYIIECTBJIAIONINX yIIpaBjeHne B cdepe obpazoBanus, nHopmanuu o 6e301macHOM
IOBEICHUM U HCIOJb30BaHUU ceTu «VIHTepHeT» (majsiee - MeTOAUYECKHE
PEKOMEeH/IaIHN ).

Meroauueckue peKOMEHAIlUM HallpaBJIeHbl Ha KauyeCcTBEHHOE ITOBBIIIEHHE YPOBHSA
WHOPMAIIMOHHOU JIeATETbHOCTH 00Ieo0pa3oBaTe/IbHbIX OPTraHU3aIllUd U OPTaHOB,
OCYIIECTBJIAIONINX yIpaBiieHue B cdepe oOpa3oBaHHsA, B YacTH WHOOPMHUPOBAHUSA
yJaluxcs, UX poauTesel (3aKOHHBIX IIPE/ICTABUTENIEHN) U TTeZJarOTUUECKIX PAOOTHUKOB
00 OCHOBHBIX acreKTax HHQOPMAIUOHHOU 0€30ITaCHOCTH.

MeTroguueckrue pPeKOMEHJAIUN TO03BOJIAT 00IIe0O0pa30oBaTEIbHBIM OpPTraHU3ANUAM U
opraHaM, OCYIIECTBJISIOIIM yIIpaBjieHHe B cepe 00pa30BaHUsA, AKTYATU3UPOBATH YIKE
HCIIOJIb3yEMbIE U Pa3MellleHHbIE HHPOPMAaIlMOHHbIE MaTEPUAJIBI, TAK U IIOATOTOBUTH UX
B CJTydae UX OTCYTCTBHS C yUETOM JIYUIIIHUX TPAKTUK U PEKOMEH/IaInH.

B pPaMKaxX METOANYECKUX peKOMeHHaIII/Iﬁ pacCMaTpUuBaAOTCA CIeAYIOIKEe NHCTPYMEHTDI:



1. ”H(OPMAIMOHHbBIE CTEH/bI;
2. opuruasbHble NHTEPHET-PECYPCHI;

3. cpeacraa MacCcOBOU I/IH(I)OpMaHI/II/I (HIKOJ'II)HI)Ie ra3€Thl, IIeJarorndeCkue nu3jJanud "
Apyrue).

Nuadopmanumonnsie creHapl Ha mHGOPMAIMOHHBIX CTeH/IaX B 00Ie00pa30BaTETbHBIX
OpraHM3aIuaX, PACIOJIOKEHHBIX B (oHe yUpekZeHUH W B KaOWHEeTax, OCHAIEHHBIX
MepCOHAIBHBIMU YCTPONCTBAMU /I BBIXOJA B ceTh «IIHTepHET», PEKOMEHyeTcCs
pasMecTuTh HWHGOPMAIMOHHBIE IIAMSTKH, COJlep)Kalllie OCHOBHBIE COBETHI IO
obecrieueHu0 HHGOPMAITMOHHOM 6€30ITaCHOCTH yUaIIUXCs.

B mpuokernn N21 K METOAUYECKUM PEKOMEHAIUSIM MIPEACTaBIeH 00pa3el maMsATKA
JU1d pasMellleHusA Ha MHQOPMAIUOHHBIX CTEH/1aX.

CpenctBa MaccoBor wuHpopMmaruu B cpeactBax  maccoBod  MHMOpMaNuu,
OPUEHTHPOBAHHBIX Ha OO0y4YamoIIUXCs, PEKOMEHAyeTcsd B TeUueHUH Y4eOHOTo Troja
peryysipHO IyOJIMKOBaTh MHGOPMAIIMOHHBIE MaTEPHUAJIbI, MOCBAIIEHHBIE OTAETbHBIM
aciekTaM WHGOPMAIMOHHON 6e30IacHOCTH, a TAaKXKe Pa3IMYHble HNaMATKU OOIIETO
Xapakrepa.

B cpexncrBax wmaccoBod uWHGOpPMANWU, OPUEHTUPOBAHHBIX HA I1€/]JarOTUYECKYI0
OOIIIECTBEHHOCTh, PEKOMEH/yeTCs B TEUEHHH KaJIEHJIADHOTO TO/Aa PETYJISIPHO
myOJIMKOBaTh MH(POpPMaANMOHHBIE MaTepHasbl, MOCBAIIEHHbIE OTAEIbLHBIM acIeKTaM
UH(POPMALIOHHON 6e30macHOCTH KaK HECOBEPIIIEHHOJIETHUX, TaK u
00111e00pa30BaTe/IbHBIX OpPraHU3aIUi, a TaKKe pas3jIndHble IaMATKH, 0030pbI
HOPMATHUBHO-IIPABOBOTO  PEryJMpPOBaHHUA JaHHOU cdepbl u uHGOPMALHIO O
aKTyaJIbHBIX MEPOIPUATHUAX U COOBITUAX B IAHHOU cepe.

B xome mpoBenmenuss EamHoro ypoka mno 6e3omacHocTH B ceTu «VIHTepHET»
pekoMeHyeTcsi 00OeclieuuThb BBIIIYCK TEMAaTHUYeCKOTO BBIIyCKA CpPEACTBA MacCOBOM
nadopmanuu 1ubo cepuu myOIUKAIUH, CPEIU KOTOPHIX PACCMOTPETHh OPraHU30BaHHBIE
MEPONIPUATUSA JUIsI OOYy4YamoIIUXCs, WX PpojauTeseld (3aKOHHBIX IIPEACTABUTENEN) U
Ie/laroruyecKkoi o0IeCTBEHHOCTH.

OdunuanbHbIe HaTepHeT-pecypcehl O61e06pa3oBaTeTLHBIM OpraHU3aIUIM
peKoMeHayeTcsI Ha CBOUMX odumuanbHblx HTepHET-pecypcax  00ecneduTh
(QyHKIIMOHUpOBaHME  CAMOCTOATEJBHOTO U CHEIUAJIM3UPOBAHHOTO  pasfen
«HdopmaiionHas 6e30MacHOCTb», B paMKax KOTOPOTO MPeIyCMOTPETh pa3MellleHUe
cienayolle nHGoOpMaIUu:

dopmar
Neo Pa3nen/moapazaen npeacTaBJIeHUuA Conepxxanue marepuajioB
MaTepuajIoB

JlokasibHBIE Pa3mernamTcsa KOMUU JIOKYMEHTOB,
HOPMAaTHBHbBIE AKTHI B T.e. CKAaHUPOBAHHBIM  BapUAHT
. |cbepe obecnievenns | Komun fOKyMEHTOB | AOKYMEHTa, COOTBETCTBYIOIIUI
" | uHdOopMaIOHHOI B (popmare *PDF TpebOBaHMAM K  IlapaMeTpaMm
Oe3omacHOCTH CKaHUPOBAHUS. Pasmemarorcs
00yJaTTUIOIITNXCS JIOKYMEHTBI, PperJIaMeHTUPYIOIIe
opraHms3anmuio ©u  pabory ¢




MIEPCOHAJIBHBIMHU JTAHHBIMH, IJIAHBI
MEpONPUATHNA TI0 00ecleYeHuIo
nHPOpMaMOHHOU 6e30IacHOCTH
00yJaroIUXCs U IPyTHE.

[Ty6ukyroTCs aKTyaJIbHbIE
cBefeHuss 00 (denepasbHbIX U
pETHOHAIBHBIX 3aKOHAX, MHUChMax
OpPTaHOB  BJIACTU U  JIpyTHUE
HOPMAaTHBHO-IIPABOBBIE

JIOKYMEHTBI, perjiaMeHTHPYIOIIe

5 HopmaTtusHoe Komum /lokymeHTOB | obecniedeHne HWHGOPMAIHOHHON
" | peryJupoOBaHUe B dopmare *PDF 0e301macHOCTH
HECOBEPIICHHOJICTHUX.
JlomryckaeTcsi ~ BMECTO  KOIIHM
pasMmemaTh  TUIEPCCBUIKA  HA
COOTBETCTBYIOIIHUE JOKYMEHThl Ha
ca'Tax OpraHoB rocyZapCTBEHHOM
BJIACTH.
Pasmernarores MeToAuYecKue
eKOMEeH/JAallu U yKa3bIBaeTCs
Tekcr Ha cTpaHuLe P Aan y
. nHOpMalA O MEPOINPUATHUAX,
[Teparornueckum cauTa Konuu
3. MIPOEKTax 5 porpaMMax,
paboTHHUKAM JTOKYMEHTOB B
% HAIIpABJIEHHBIX HA IIOBBIIIEHUE
¢dopmare *PDF

UH(POPMALIMOHHON T'PaMOTHOCTU
1eJIarOTUYeCKUX PAaOOTHUKOB.

4. | OOyuarommumcst

Tekcr Ha cTpaHUle
cauTa

Pazmemaerca wuHpOpManuoOHHAA
mamMAaTKa (mpuwiokeHue NO2) wu
yKasbiBaeTcss  HHGOpMAIUA O
MEpPONPUATUSX,  MPOEKTaX U
IporpaMMax, HallpaBJI€eHHBIX Ha
MOBBIIIIEHEe  WHMOPMAIIMOHHOU
rPaMOTHOCTH OOYYarOIIUXCS.

Ponurensam
(3aKOHHBIM Tekct Ha crpanune | Pazmemaerca wuHpOpManuoHHAA
o IIPE/ICTAaBUTEIISIM) cayira nmamsATKa (mpuiokeHue No3).
0OyJaOITHUXCSA
Pazmemiaercss uHbopManus o
PEKOMEH/TyeMbIX K
6 Hetckue G6e3onacHble | TeKCT Ha CTpaHUIlE | UCIOJB30BAaHUIO B  yueOHOM
" | cauThl caiTa mporecce 0Oe30mMacHBIX CcaMlTax,
OaHHepbl 0€30IMaCHBIX JIETCKUX

CalTOB.

OpraHaM, OCYIIECTBJIAIOITUM YyIIpAaBJIEHHUE B ccl)epe O6paSOBaHI/IH, PEKOMEHAYETCA Ha

CBOUX  O(QUITUATIBHBIX

HNHuTepHeT-pecypcax

obecreymnuTh

(pyHKIIMOHUpOBAaHUE




CaMOCTOSITEJIBHOTO W CIENHUAJIM3UPOBAHHOTO  paszell «adpopmanmonHas
0e30MmacHOCTh», B paMKaX KOTOPOTO IIPEAyCMOTPETh pas3MelleHHe CIeayroIen
nHOpMaIH:

[Ipunoxenue NO1

ITamaTka
V1A o0yJarmuxca 00 MHGOPMAITMOHHON 0€30IIaCHOCTH JAeTel

HEJIb34

1. Bcem moapsa coobmaTh cBOIO YacTHyIO mHMopmaruio (Hacrosmye uMs, ¢haMUIInIo,
TesieoH, azpec, HOMEP IIKOJIbI, a Tak:Ke poTorpaduu CBOU, CBOEH CEMbU U IPY3€eh);

2. OTKprBaTb BJIOXKE€HHDbIC Q)aﬁﬂbl SHGKTpOHHOfI II04YThl, KOrga He 3Haellb
OTIIPABUTEJIA,

3. I'pybuth, mpuaumpaTbcs, OKa3bIBATh [laBJI€HUE — BECTH ce0s HEBEXKJIUBO U
arpeccuBHO;

4. He pacnopsikaiicss neHbraMu TBOEH ceMbu 0e3 paspelleHusl CTaplIux - BCerja
CIIpaIIuBail poiuTesien;

5. He Bcrpeuaticsi ¢ VHTepHET-3HAKOMBIMU B PEAJIbHOU KU3HU - ITOCOBETYHCA CO
B3POCJIBIM, KOTOPOMY JIOBEPSIEIIb.

OCTOPOKHO

1. He Bce mumryt npasay. Yuraems o cebe HelpaBay B VIHTepHEeTe — cO00IIM 00 3TOM
CBOUM POJIUTEJISIM WJIH OIIEKyHAM;

2. [IpuriamnamT nepenuchBaThCs, UTPATh, 0OMEHUBATHCA - TPOBEPD, HET JIU MTO/IBOXA;
3. He3zakonHoe konupoBanue ¢aiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerma paccka3biBail B3pOCJIBIM O IPO0GJIEMax B CETH - OHH BCEI/ia IIOMOTYT;

5. Mcmonp3yit HACTpOWKM 0€30IacHOCTH W IMPUBATHOCTU, YTOOBI HE IOTEPATH CBOU
AKKAYHTBI B COIICETSAX U JIPYTUX OpTaIaX.

MOXHO

1. YBakall Ipyrux IoJib30BaTeseu;

2. [Tonp3yenibess MHTEPHET-UCTOUHUKOM - JleJIall CChIJIKY Ha HETO;
3. OTKpbIBaM TOJIBKO T€ CCHLIIKU, B KOTOPBIX YBEPEH;

4. O0IIaThCA 3a MOMOIIBIO B3POC/IBIM - POJUTEIH, ONMIEKYHBI U aJIMUHUCTPAIUs CAaliTOB
BCer/ia IIOMOTYT;

5. Ilpoiiagu oOydeHue Ha cante «CeTeBUYOK» U TMOJYYH IIacHOpPT IHMPPOBOTO
rpaxgaHuHal

IIpunoxxenue NO 2



HNuadbopmManmnoHHaA MaMATKA /IS O0yYaIONNXCS /IS pa3sMelleHUsA
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxxabIM I'OJIOM MOJIOAEKHU B HMHTEPpHETE CTAHOBUTHCA 6OJ'IbHIe, a IIKOJIbHUKHW OJHU N3
CaMbIX aKTUBHBIX I10JIb30BaTe/ el PYHeTa. Memy TEM, IOMHNMO OI'POMHOI'O KOJIM4YECTBa
BOBMO}I(HOCTGI;JI, HHTEPHET HECET U HpO6JI€MbI. dTa mamsaTKa AO0JI2)KHA ITIOMOYb Tebe
6e30IacHO HaXOAHUTHCA B CE€TH.

KomImbroTepHbBIE BUPYCHI

KommbioTepHBII BUpPYyC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPDHBIX IIPOTPaMM,
OTJIMYUTETLHOU OCOOEHHOCTHIO KOTOPOU SBJISIETCSA CIIOCOOHOCTh K Pa3MHOXKEHHI0. B
JIOTIOJIHEHUE K 3TOMY, BUPYCHl MOTYT TOBPEIUTh WU MOJHOCTbIO YHUUYTOXKHUTH BCE
daiiel ¥ AaHHBIE, IOAKOHTPOJIPHBIE IIOJIB30BATENI0, OT HMMEHU KOTOpOro ObLia
3amyllleHa 3apak€HHasdg MPOrpaMmMa, a TakKe MNOBPeJUTh WM JlaXKe YHUUYTOXKUTh
OIEpalMOHHYI0 CHCTeMYy cO BceMH ¢aillaMu B 1ejioM. B OOJIBIIMHCTBE CJIy4daeB
pacIpoCTpaHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTo/1bI 3aIIUTHI OT BPEJOHOCHBIX TPOTPAMM:

1. Mcnonp3yil coBpeMeHHbBIE OllepalliOHHbIE CUCTEMBbI, HMEIOIINE CEPhE3HBINA YPOBEHD
3aIUTHI OT BPEJOHOCHBIX ITPOTPAMM;

2. [TocTogHHO ycraHaBauBail mavTH (IuU@pPOBBIE 3aIUIATKH, KOTOPhIE aBTOMATHUYECKH
YCTAaHABJIUBAIOTCA C IIEJIbI0 JIOPAaOTKM IPOTrpaMMbl) W Jpyrue OOHOBJIEHUS CBOEH
omepanuoHHOU cucteMbl. CKaumBal UX TOJIBKO € OPUIIMAIBLHOTO caiiTa pa3paboTIHKa
OC. Ecu cymiecTByeT peKUM aBTOMAaTHUYECKOTO OOHOBJIEHM ST, BKJIFOUH €T0;

3. Paboraii Ha cBoeM KOMIIbIOTepe 1107 IpaBaMU I10JIb30BaTesIsd, a He a/IMUHUCTPATOpa.
ITO He MO3BOJIUT OOJIBIINHCTBY BPEIOHOCHBIX MIPOrPaMM HHCTAJJIMPOBATHCS HA TBOEM
MIEPCOHATTLHOM KOMITBIOTEDE;

4. Vlcriosib3yii aHTUBUPYCHBIE IIPOTPAMMHBIE ITPOIYKThI U3BECTHBIX ITPOU3BOIUTENEH, C
aBTOMAaTHYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpannub GU3UIECKUU JIOCTYTI K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. Mcnosp3yll BHellIHHe HOcUTeIU UHQpopManuu, Takue Kak uemika, AucK win gaiian
U3 UHTEPHETA, TOJIbKO U3 NpOo¢depeHHBIX HCTOUHUKOB,

7. He oTKpbIBall KOMHbIOTepHBIE (alIbl, OJIyYeHHbIE U3 HEHAJEKHBIX NCTOUHUKOB.
Jlaxe Te dailibl, KOTOpble IPUCIATl TBOU 3HAKOMBIU. JIydllle yTOUHU y HETO, OTIIPABJIAII
JIX OH Tebe uX.

Cetu WI-FI

Wi-Fi - 510 He Buj nepefaum JIAHHBIX, HE TEXHOJIOTHSA, a BCErO JIMIIb OPEHI, MapKa.
Eme B 1991 roay HuzAepsaHJcKas KOMIIaHUA 3aperucrpupoBaia 6penzs; « WECA», uro
obosHauano cioBocodyetanne «Wireless Fidelity», koTopsiii mepeBoanTCA Kak
«0becrpoBOHAS TOUHOCTH».

Jlo Hamero BpeMeHHM /IOLLIa Jipyras ab0peBuaTypa, KOTOpas ABJISETCA TAKOU Ke
TexHoJioruei. dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHHe ObLIO JAaHO ¢ HAMEKOM Ha
CTaHAApT BBICIINK 3ByKOBOU TexHuku Hi-Fi, 4To B mepeBosie O3HAYaeT «BBICOKAs
TOYHOCTb».



Jla, OecITaTHBIN MHTEPHET-ZIOCTYI B Kade, OTeIAX U adPOIOPTax ABJIAETCS OTIUYHOU
BO3MOXKHOCTBIO BBIXOZJa B UHTepHeT. HO MHOrWMe 3KCOepThl CUYWUTAKOT, YTO
obmenocrymabie Wi-Fi cetu He sABIsAI0TCA 6€30IIaCHBIMH.

CoBerTbl 110 6€3011aCHOCTH PaboTe B 00IIeA0CTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBowo JUUHYH HWHoOpManuio depe3d obmenaoctymable Wi-Fi ceTtu.
PaboTas B HUX, JKeJIaTeJIbHO He BBOJIUTH ITAPOJIU JOCTYIIA, IOTHHBI U KAKWe-TO HOMePa;

2. Mcnosnp3yit 1 0OHOBJISIN aHTUBUPYCHBIE TIPOrpaMMbI B Opanamayep. Tem cambIM ThbI
obe3omnacuIb ceds OT 3aKaUYKH BUPyca Ha TBOE YCTPOHCTBO;

3. IIpu wucnosnbszoBanmu Wi-Fi otrimoun ¢yukiuio «O6muil goctyn k daiyiam u
npuHTepam». JlaHHasg QyHKOUA 3aKphlTa 1[I0 YMOJIYAHUIO, OJHAKO HEKOTOphIe
MIOJIb30BATEN AKTUBUPYIOT €€ JIJIA y100CTBA UCIIOIb30BaHUA B paboTe wiu yuebe;

4. He ucnonp3yit nyoamunsiii WI-FI 114 miepe/iaum JIMUHBIX JAaHHBIX, HATIpUMeEp JUJIA
BBIXO/Ia B COIJMAJIbHBIE CETU WJIN B 3JIEKTPOHHYIO I10YTY;

5. Unonwp3yil Toibko 3amuiieHHoe coequHenue uyepe3 HTTPS, a we HTTP, T.e. npu
Habope Beb-aapeca BBOAU UMeHHO «https://»;

6. B wmob6wipHOM TestedoHe OTKIOUM GyHKOH «Ilogkimouenme K - Wi-Fi
aBTOMaTHuYecKu». He moIyckail aBTOMaTHYeCKOro MOAK/IIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero corsacusi.

ConuasibHbIe ceTu

CornasibHble CETU aKTUBHO BXOZAT B HAIIY KU3Hb, MHOTHE JIIOJIH PAaOOTAIOT U KUBYT
TaM IOCTOSIHHO, a B Facebook y:ke 3aperucTpupoBaH MUJLTUAP/T YETIOBEK, UTO SIBJISIETCS
OJIHOHN ceIbMOM BCEX KHUTejed IIaHeThbl. MHOrHWe II0JIh30BaTeJH He MOHHMAIOT, YTO
nHopManus, pa3MelleHHass UMH B COIMAIBHBIX CETAX, MOXKET ObITh HaljieHa H
HCIIOJIb30BaHAa KEM YTO/THO, B TOM YHCJIe He 00s13aTeIbHO ¢ 6J1arnMyu HaMepeHUsIMHU.

OcCHOBHBIE COBETHI 110 0E30IIaCHOCTH B COIIMAJIBHBIX CETAX:

1. OrpaHnYb CHOUCOK Jipy3eil. ¥ TeOs B APy3bsX HE JODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuinan CBOI YacTHYIO KU3Hb. He ykaspiBail maposu, TeaedOHBI, agpeca, JaTy
TBOETO POXJEHUA € APYIyI0 JIMUYHYI0 HHOpMAIUio. 3JIOYMBIIIJIEHHUKA MOTYT
HCHOJIb30BaTh Ja)ke HWHQOpPMAIUI0 O TOM, KaK Thl U TBOW POJAUTENH IJIAHUPYETe
MIPOBECTU KAHUKYJIbI;

3. 3amuImiai CBOI0 PeIyTaIuio - IEPKU €€ B UUCTOTE U 33/laBaii cebe BOMPOC: XOTeJl ObI
TBI, YTOOBI IpyTHUe M0JIb30BaTeIN BUEJIN, UTO ThI 3arpyxkaeursb? [Togymaii, mpex/e yuem
YTO-TO OIYOJIMKOBATh, HATIUCATD U 3aTPy3UTh;

4. Ecoia ThI TOBOpUIIB C JIIOABMU, KOTOPBIX He 3HAEIlb, HE UCIOJb3YH CBOE pPeayIbHOE
UM U JPYTYIO JUUHYI0 HHQOPMALNU: UM, MECTO KUTEJIbCTBA, MECTO yUeObI U ITpoyuee;

5. M36eraii pasmemenus ¢gororpaduii B VIHTEpHETE, I/ie Tl H300pa*keH Ha MECTHOCTH,
110 KOTOPOU MOKHO OIIPEIETUTH TBOE MECTOIIOJIOKEHUE;

6. [Tpu perucrpanuu B COIUATLHOU CETH HEOOXOAUMO UCIIOJIH30BaTh CJIOKHBIE ITAPOJIH,
cocrosiye U3 OykB ¥ uU@p U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;



7. 171 conuaIbHOM CceTH, TOYTHI U JIPYTUX CAUTOB HEOOXOIMMO HCIIOIb30BaTh PA3HBIE
maposia. Torga ecau Tebs B3JIOMAOT, TO 3JIOYMBINIJIEHHUKH MIOJIyYaT JOCTYII TOJIBKO K
OTHOMY MECTY, a He BO BCe Cpasy.

SJIGKTpOHHbIe A€HbI't

OIeKTPOHHBIE JIEHBI'M — 3TO OYEeHb yOOHBINM cHoco0 IIaTe:ked, OJHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTSAT IOJIYIUTh 3TU IEHBTU.

JJIEKTPOHHBIE JIEHBI'M MOSBUJINCH COBCEM HEIABHO U UMEHHO HM3-3a 3TOTO BO MHOTHX
rocy/IapcTBax JI0 CUX IIOP He IIPOITMCAHO PO HUX B 3aKOHAX.

B Poccuu xe OHM (PYHKIMOHUDPYIOT U O HHUX YK€ IIPOIHMCAHO B 3aKOHeE, IJle UX
pa3AendaoT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE U He aHOHUMHBIe. PazHunia B TOM, 4TO
aHOHUMHBIE - BOTO Te, B KOTOPBIX paspeliaercsi IPOBOAUTH omepanuu 0Oe3
WJIeHTU(PUKAIUY I10JIb30BaTesIsA, & B HEAHOHUMHBIX HJEHTH(UKAIUU I10JIb30BaTesIA
SIBJIsIETCS 0053aTeIHHOM.

Takske ciiezyeT pa3janyarh JIEKTPOHHBbIE DuaTHbBIE JeHbrU (PaBHBI TOCY/IapPCTBEHHBIM
BJIIOTaM) U 5JIEKTPOHHBIE He(HUATHBIE JIEHbI'H (He PaBHBI TOCYIAPCTBEHHBIM BTIOTaM).

OcHOBHBIE COBETHI 10 OE30ITaCHON PaboTe C 3JIEKTPOHHBIMU JIEHIAMU:

1. [IpuBs:ku K cueTy MOOWIBHBIN TesieOH. ITO caMbIil YAOOHBIM U OBICTPHIA CIIOCOO
BOCCTAaHOBUTH JIOCTYI K cueTy. [IpuBsa3aHHBIN TesieOH TTIOMOXKET, ecyiu 3a0y/ienib CBOM
IUIATEXKHBIN TIapOJIb UJIU 3al/IeNIh HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. Mcnosnp3yit ogHOpa3oBble maposu. [locie mepexosia Ha YCHUJIEHHYIO aBTOPHU3AIIHUIO
Tebe yke He OyZIeT yrpoKaTh OMACHOCTh KPAXKU WJIM IepeXBaTa MJIATEKHOTO MapoJIs;

3. Beibepu cioxHBIA maposib. IlpecTymHuUKam OyZeT He MPOCTO YraZaTh CJIOXKHBIHN
naposib. HazieskHbple maposii — 3TO MapoJiv, KOTOpble COZlep:KaT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s CTPOUHBIE M IMPOMUCHBIE OYKBBI, UMPHI U HECKOJIHKO CHUMBOJIOB,
TaKHe KakK 3HaK /I0j1apa, GyHTa, BOCKJINIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAM cBOM JIMUHBIE TaHHBIE HA CAWTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAA IIOHTA

DJIEKTPOHHAA MOYTa — 3TO TEXHOJIOTUA U MPEJIOCTABIsAEMbIE €10 YCJIYTU TI0 MePeChlIKe
U TIOJIYYEHHUIO 3JIEKTPOHHBIX COOOIEHUH, KOTOPbIE PACIPE/IE/IAIOTCS B KOMITBIOTEPHOU
cetu. OOBIYHO 3JIEKTPOHHBIM IIOYTOBBIN SIIUK BBIIJIAAUT CJIEAYIOIMUM 00pa3oM:
UMS_TI0JIb30BaTeNA@UM_IoMeHa. Tak:ke KpoMe Iepeflaqd IPOCTOr0 TEKCTa, UMEETC
BO3MOKHOCTbH TI€pe/IaBaTh (DamiIbl.

OCHOBHBIE COBETHI 10 O€30ITACHON PaboTe C HJIEKTPOHHON OYUTOM:

1. Hago BIOpaTh MpaBUJIBHBINA ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIA BHIOOD
OecryIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATHh T€M, KOTO 3HAEIIb U KTO
TIepBBIN B PENUTUHTE;

2. He yka3pIBail B JIMYHOU mouTe JINYHYIO HHpopMarumo. Hanmpumep, jrydiie BRIOpATh
«MY3BIKaJIbHBIN_(haHAT@ » WJIN «POK2013» BMeCTO «TeMal3»;

3. Mcnosb3y#l ABYXATAITHYI0 aBTOPU3AIUI0. DTO KOT/[a IOMHMO HapOoJIsi HY?KHO BBOJHUTD
KO/I, MpUChLIaeMBbIH 110 SMS;



4. Bpibepu cJIOKHBIN maposib. I KaXkIOro IOYTOBOTO SIIIIUKA JOJIKEH OBITh CBOU
HaJIe>KHBIU, YCTOMUMBBIN K B3JIOMY I1apOJib;

5. Ecsii ecTh BOBMOKHOCTHh HAIIMCATh CAMOMY CBOM JIMYHBIM BOIPOC, HUCIIOJIB3YH 3TY
BO3MOXKHOCTb;

6. Vcrosnb3yil HECKOJBKO ITOYTOBBIX SIIUKOB. IlepBBIM Jj1si YaCTHOM IE€PEmMCKU C
aZipecaTamu, KOTOPBIM ThI JIOBePsEIIb. ITO 3JEKTPOHHBIN a/ipec He HAJI0 UCIOIb30BaTh
IIpU perucTpanuy Ha GpopyMax u caurax;

7. He oTkpbIBail aiiyibl U JIpyrue BJIOXKEHUS B MHChbMaX Jla’kKe €CJIM OHU MPHUIIIN OT
TBOUX Jipy3e. JIydlle yTOYHHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3Tu (aiibl;

8. Ilocite okoHUYaHWsA PabOTHI HA MOYTOBOM CEPBHUCE IEPE] 3aKPBITUEM BKJIAJKU C
caiToM He 3a0y/Ib Ha’KaTh Ha « BRIATH».

KubepOy UIHHT WK BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOystmHr — TIpecyiefloBaHHWE COOOIMEHUSAMU, COAEPKAIMUMH OCKOPOJIEHUS,
arpeccuio, 3allyTUBaHWeE; XYJIUTAHCTBO; COI[UAJIbHOE OOWKOTUPOBAHUE C ITOMOIIBIO
PAa3INYHBIX THTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEPOYIIITMHTOM:

1. He Opocaiicss B 60M. JIydmuid crmoco6: IMOCOBETOBAThCS KaK ce0s BECTHU W, €CJIU HET
TOTO, K KOMY MOKHO 00paTUThCsI, TO BHAYaJIe YCIIOKOUThCA. ECI Thl HAUHEITh OTBEYATh
OCKOPOJIEHUSIMH HAa OCKOPOJIEHM S, TO TOJIBKO elrie OOJIbIIe Pa30kKIKellb KOHDIIVKT;

2. YrpasJisii cBoel KubeppelyTaluen;

3. AHOHHUMHOCTh B CE€TH MHHUMAasd. CYH_IGCTBYIOT CIIOCOOBI BBIACHUTDH, KTO CTOHT 3a
AHOHHUMHBIM aKKayYHTOM;

4. He crouT BecTn XyTMraHckuil o6pa3 BUPTyaIbHOH KU3HU. IHTepHET (PUKCUPYET BCe
TBOU JIEHICTBUSA U COXPAHAET UX. YIATUTh UX Oy/IeT KpaiHe 3aTpy/THUTETHHO;

5. Cobutroait cBOY BUPTYaTbHYIO YECTH CMOJIOZY;

6. VrHopupyél equHUYHBIH HeratuB. OJHOpPa30Bble OCKOPOUTEJBHBIE COOOIEHUS
JIydliie uiTHOPHUpoBaTh. OOBIYHO arpeccus IMpeKpaliaeTcs Ha Ha4aJIbHOU CTa/INH;

7. BaH arpeccopa. B mporpaMmmax oOMeHa MITHOBEHHBIMH COOOIIEHUSMH, B COITUATbHBIX
CETSX eCTh BO3MOYKHOCTh OJIOKUPOBKH OTIIPABKU COODIIIEHUH € OITPeIeJIEHHBIX aJ[PECOB;

8. Ecim TBI cBuzerenp kKubepOysuimHra. TBom JeWCTBUA: BBICTYIIUTh IPOTUB
npecjiefoBaTess, IOKa3aThb €My, UYTO €ero JIeHCTBUS OLIEHUBAIOTC HEraTUBHO,
MOIEPIKATH JKEPTBY, KOTOPOH HY’KHA IICUXOJOTUYECKAS IOMOIIb, COOOITUTH B3POCIBIM
0 aKTe arpecCuBHOIO IMOBEJIEHUA B CETH.

Mo06ubHBIH TeedoH

CoBpemenHble cMapT¢GOHBI U IUIAHIIETHI COJZlep>KaT B cebe BIIOJIHE B3POCJBIN
dyHKIMOHAN, ¥ Temeph OHHU MOTYT KOHKYPHUPOBAaTh CO  CTAI[MOHAPHBIMU
KoMmIbioTepamMu. OJIHAKO, CPEACTB 3AIUTHI JJ1s1 OJIOOHBIX YCTPOMCTB ITOKA OUE€Hb MaJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IMPOUCXOJUT He TaK MHTEHCUBHO, KaK /I
ITK, To >ke camoe KacaeTcs U MOOWJIbHBIX IPUI0KEHUH.



COBpeMeHHI)Ie MOOHJIbHBIE 6pay3ep1>1 yVXKe IIpaKTU4eCKHu [JOTrHa/Ii HACTOJIbHbIE
AdHaAJIOTH, OJHAKO paCIIupeEHUue (I)YHKIII/IOHaJIa BJIEUET 3a cCOOOH 6OJII)H.Iy}O CJIO?KHOCTDb U
MEHBIIYIO 3alllUIINECHHOCTbD.

,Z[EUIGKO HE BCE IIPOU3BOJUTEIN BBIITYCKAIOT O6HOB.TI€HI/IH, 3aKpbIBalOIIne KpUTHYECKUE
YA3BHUMOCTH JJIA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI JJIA 6e30ImacHOCTH MOOHJIBHOTO TeJ'Ie(l)OHaZ

1. Huuero He sBjsAETCA IO-HACTOAIIEMY OeCIIaTHBIM. By/ib OCTOpPOKEH, BeZb KOTa
Tebe mpezIaraloT 6ecIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHWe-TO IIATHBIE
YCIyTH;

2. Jlyma#i, mpexie uem otupaButh SMS, ¢poTo wiu Buzeo. Thl TOUHO 3HAEID, T/IE OHU
OyAyT B KOHEUHOM HTOTE?

3. Heo6xo011M0 0OHOBJIATH OIlEpAllIOHHYIO CUCTEMY TBOEro cMapTdoHa;
4. Vlcnob3yii aHTUBUPYCHBIE IPOTPaMMBI /IJIs1 MOOMJIBHBIX TeIe(pOHOB;

5. He 3arpy»xail npuoKeHUs1 OT HEU3BECTHOTO UCTOYHHKA, BEJIb OHU MOTYT COZIEPIKATh
BPEZIOHOCHOE IIPOTrPaMMHOE 00€ecIIeueHHE;

6. ITocie TOrO Kak ThI BBIMJEIIH C CAlTa, I/e BBOAWII JIMYHYI0 UHGpOpPMAaLHIo, 3aUU B
HAaCTPOUKHM Opaysepa u yjiaiu cookies;

7. llepuoguuecku NpoBepsAl Kakue IJIaTHbIE YCJIyTU aKTUBUPOBAaHbI HA TBOEM HOMEPE;

8. JlaBaii cBOM HOMep MOOMJILHOTO TejiehOHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth gomxeH OBITH BBIKJIIOUEH, KOTJAa Thl UM He IOJb3yelrbcs. He 3abbiBaid
WHOT/Ia TPOBEPSATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAWH-UTPBI - 3TO KPACOYHBbIE, 3aXBATHIBAIOIUE pPa3BJI€UYEHUS,
00beIUHSIONINE COTHU THICSY YEJIOBEK IO BceMy MUPY. VITPOKH HCCIEAYIOT JaHHBIA UM
MHP, OOIIAIOTCA APYT C JIPYTOM, BBITIOJIHSIOT 3aJ]JaHHsA, CPAXKAIOTCA C MOHCTPAMHU H
MOJIyJalOT ONBIT. 3a YAOBOJIBCTBHE OHHU IUIATAT: IOKYMAKOT JIUCK, OIJIaYHUBAIOT
aOOHEMEHT WJIU MPUOOPETAI0T KAKUE-TO OIIIHH.

Bce atu cpezcrtBa uAyT Ha NOAJep:KaHME M pa3BUTHE UTPHI, a TaKKe Ha CcaMy
0€30I1aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMbI aBTOPU3AIINH, BBIITyCKAIOTCSA HOBBIE MTATIH
(mudpoBeIe 3aIUIATKH JJ15 POTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX Urpax CTOUT oOIracaTbCA HE€ CTOJIBKO CBOHX COIIEPHHKOB, CKOJIBKO KpPaXXH
TBOE€TO I1ap0JId, Ha KOTOPOM OCHOBaHA CHCT€Mad aBTOpHU3allU OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30IIaCHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ectu ipyroii urpok BezieT ce0s IJI0X0 WM co3/aeT Tebe HEMPUATHOCTU, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. HO)KEUIYIL/'ICH AAMHUHHUCTPpATOPAM HWIPDblI Ha IIJIOX0€ IIOBEAECHHE OTOIr'O HUIPOKa,
JKeJiaTeJIbHO ITPUJIOZKUTD KaKHe-TO JOKa3aTE/IbCTBAa B BUZI€ CKPDHUHOB;



3. He ykasbiBaii imyHyo nHGOPMAIUIO B Mpodaiiie Urpsl;
4. YBaxkail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBimBayi HeopuImabHble IATYH U MOJIBI;

6. Mcrosib3yli C103KHbBIE U Pa3HbIE ITAPOJIH;

7. Jlaxke BO BpeMs WUTphl HEe CTOUT OTKJIIOYATh aHTUBUPYC. [loka ThI urpaelb, TBOU
KOMIIBIOTEP MOTI'YT 3apa3UuTh.

OUINWHT WX Kpaxa JIMYHbIX TaHHBIX

OOBIYHOUM Kpakell JleHer U JIOKYMEHTOB CErOoJHs y»Ke HHUKOrO0 He YAWBUIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUHN 3JI0YMBIIIEHHUKN MepPEMECTWINCh B UHTEPHET, U
IIPO/IOJI’KAIOT 3aHUMATbhCA «JIIOOMMBIM» JI€JIOM.

Tak mosiBUJIacCh HOBAasi yrpo3a: UHTEPHET-MOIIIEHHUYECTBA WJIU (DUIIIMHT, TJIaBHAS I€JTh
KOTOPOTO COCTOUT B TIOJyYEeHHH KOH(QUAEHIHMAIbHBIX JAHHBIX II0JIb30BAaTeIed —
JIOTUHOB | naposieii. Ha anriuiickom sizbike phishing unrtaercs kak ¢gpummunr (ot fishing
— pbIOHas JI0BJIsI, password — 1apoJib).

OcHOBHBIE COBETHI 110 OOpPHOE ¢ PUIITHHTOM:

1. Ciremn 3a CBOMM aKKayHTOM. Ecju ThI II003peBaelllb, YTO TBOS aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAUMO 3a0JI0KMPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOPEE;

2. Hcrmonp3yhh Oe3omacHble BeO-CalThl, B TOM YHCJIE, HHTEPHET-Mara3uHOB U
IIOMCKOBBIX CHCTEM;

3. Hcnonp3yii ciiokHBIE U pa3Hble maposau. Takum o6pa3om, ecau TeOs B3JIOMAIOT, TO
3JIOYMBINIVIEHHUKY MOJIyUYaT JIOCTYI TOJIBKO K OTHOMY TBOEMY IPO(IUIIIO B CETH, a HE KO
BCEM;

4. Eciu Te6s1 B3s10MAasu, TO HEOOXOAUMO MIPEAYIPENUTH BCEX CBOUX 3HAKOMBIX, KOTOPbIE
nobaByieHbl y TeOS B JIPY3bsiX, O TOM, UTO TeOs B3JIOMJIM U, BO3MOXKHO, OT TBOETrO
“MeHHU OyZleT pacchblIaThCA ClIaM U CCHUJIKU Ha (DUIITMHTOBbIE CAUTHI;

5. YcraHoBH HajiexkHbIN 11aposib (PIN) Ha MOOMIbHBIN TetedOH;
6. OTKJIIOUU cOXpaHeHHe MmapoJisi B Opaysepe;

7. He oTkpbiBail aiiyibl U JIpyrue BJIOXKEHUS B MHUCbMaX Jla’ke ecjId OHU MHPHUIIIN OT
TBOUX Jipy3el. JIydlle yTOUHU Y HUX, OTIIPABJISJIN JIU OHU Tebe 3TH (haiiyIbl.

udposas penyranus

[MudpoBas pemnyTaius - 5T0 HETATUBHAsA WIN MO3UTHUBHAA UHGpOPMAIUs B CETU O Tele.
Komnpomerupyomniasga uHadopmanus pasMellleHHas B UHTEpPHETe MOXKET CePbe3HBIM
00pa3oM OTpPa3UTHCS Ha TBOEHW peasibHOU Ku3HU. «I[mdpoBas pemyranusa» - 3TO TBOU
UMUK, KOTOPBIX (popMupyeTcs u3 nHGOpManuu o Tebe B HHTEPHETE.

TBoe MecCTO JKUTENIbCTBa, Yy4ueObl, TBoe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapakTepa U pPaccKasbl 0 OJIM3KUX - BCE 9TO HAKAIIMBAETCS B CETH.



MHorue MOAPOCTKH JIETKOMBICJIEHHO OTHOCATCS K IIyOJTUKAIIUY JIMYHON HHGPOPMaINHU B
VHTepHeTe, HE TOHUMAsT BO3MOKHBIX ITOCJIE/ICTBUH. ThI Jla’ke He CMOKEIIb JI0TalaThCsl
o ToM, uTo ororpadusi, pazMelleHHas 5 JIeT Ha3aJl, cTajia IPUYNHON OTKa3a IPUHATD
TebOs1 Ha paboTy.

KomMmeHTapuu, pasmelneHue TBoOuX ¢oTorpaduili W JApyrue JIeHCTBUS MOTYT He
HMCUYE3HYTh Jla’Ke II0CJIe TOTO, KaK Thl MX yJaIdIlb. Thl HE 3HAEIIb, KTO COXPAHUI 3TY
nHpoOpManuoo, Iolajga JU OHAa B IOWCKOBBIE CHCTEMBI M COXpPaHWIACh JIA OHA, a
IJIaBHOE: YTO MOAYMAIOT O Tebe OKpYy»Kalolee JIIOAU, KOTOPblE HAUAYT U YBUAAT 3TO.
Haitt mHGOpPMAIIUI0 MHOTO JIET CIIYCTSI CMOJKET JII000H - KaK U3 JOOPBIX MOOYKAEHUH,
TaK ¥ C HAMepeHUEeM MPUUYNHUTH BpPe. ITO MOKET OBITh KTO YTOHO.

OcHOBHBIE COBETHI 110 3aIHUTE ITUOPOBOU PEIyTAIIH:

1. [Tomymaii, mpexze uem 4To-TO IIyOJIMKOBATh U TepefaBaTh y cedsa B Osiore wiud B
COILIAJILHOM CETH;

2. B HacTpolikax npodusig yCTAaHOBU OTPAaHUYEHUA HA IPOCMOTP TBOEro NpOoduiIsa U ero
COJIEPKUMOTO, CZleJIall €T0 TOJIBKO «JJISA Ipy3ei»;

3. He pasmemaii 1 He yKka3bsiBali HHGOPMAIHUIO, KOTOPAsA MOKET KOT0-JT100 OCKOPOJISIThH
WJIA OOMKAaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKU- AaKTHUBHBIE II0JIB30BATEMU I[U(GPOBOTO IPOCTPAHCTBA.
OJTHAaKO JTaJIEKO HE BCe 3HAIOT, UTO MM0JIb30BAHNE MHOTUMU BO3MOXKHOCTSIMH IHU(MPOBOTO
Mupa TpebyeT cobJIIoieHN ITPAaB Ha UHTEJJIEKTYAJIBHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJUIEKTyaJIbHAsA COOCTBEHHOCTb» OTHOCUTCS K PA3JIMYHBIM TBOPEHUAM
YeJIOBEYECKOTO yMa, HAYMHASA C HOBBIX H300pETEHWIl W 3HAKOB, 0003HAYAIOIIUX
COOCTBEHHOCTh HA IMPOJIYKTHl U YCJIYTH , U 3aKaHYMBasg KHUTaMH, (otorpadusimu,
KUHODUIbMaMU U My3bIKQJIbHBIMU IPOU3BEJEHUAMU.

ABTOpCKHE TIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYAJIbHYI0O COOCTBEHHOCTh Ha ITPOU3BEEHMUS
HAyKH, JIUTEPATypPbl U UCKYyCCTBA. ABTOPCKHE IpaBa BBICTYMAIOT B KaueCTBe rapaHTUH
TOTO, YTO UHTEJJIEKTYaIbHBINM/ TBOPUECKUH TPY/, aBTOPa He Oy/IeT HAlIPACHBIM, AACT €My
CIpaBe/JIUBbIE BO3MOXKHOCTH 3apaboTaTh HAa Pe3ysIbTaTaX CBOETO TPYZAA, IMOJIYIUTH
M3BECTHOCTH U Tpu3HaHue. HukTo 6e3 paspeleHus: aBTOpa HE MOKET BOCIIPOU3BOIUTH
€ero TMpOU3BeJieHHe, PaCIpPOCTPAHATh, IIyOJUYHO J€MOHCTPUPOBATh, IIPOJIABaTh,
UMIIOPTUPOBATh, MyCKAaTh B IPOKAT, IyOJIMYHO HUCIIOJHATH, TIOKAa3bIBATh/HUCIIOJHATH B
adupe uim pa3MmeniaTts B IHTepHeTe.

Vcrosp30BaHue «IMHPATCKOTO» IPOTPAaMMHOr0 oOeclieueHus] MOKeT TPUBECTH K
MHOTHM pHCKaM: OT IOTE€PU JAHHBIX K TBOUM aKKayHTaM [0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JjierajibHas nporpamMma. He crout Takske 3a0bIBaTh,
YTO CYIIleCTBYET JieTaJIbHbIe U OecIIaTHbIE IPOrPaMMBbI, KOTOPbIE MOKHO HAWTU B CETU.

O noprase

CereBUUOK.pd - TBOU IJIaBHBIM COBETYMK B CETU. 37leCh THl MOXKEIIb Y3HATh O
0e30MacHOCTH B CETH IIOHATHBIM U JIOCTYIIHBIM SI3BIKOM, a NPH BO3HUKHOBEHHUU
KPUTUYECKOM CHUTyallud OOpaTUTBhCSA 3a COBETOM. A TakXKe HNPHUHATH YydyacTHe B
KOHKYpCax U CTaThb CaMbIM [U(POBBIM IPAKJAHUHOM!



[Ipunoxxenue N° 3

ITamaTka a1 poauTesied 06 MHPOPMAIMOHHOMN 0€30IIaCHOCTH
aeren

Omnpenenenne TepMuHA «HWHGOPMAIMOHHASA 0€30MacHOCTh JeTeW» COAEPKUTCA B
®enepanpHOM 3aK0HE NQ 436-D3 «O 3ammure zeTedl OT HOOPMAIUHY, TPUUHHSIIOIIENA
Bp€Jl UX 37I0POBBIO U PAa3BUTHUIO», PETYJIUPYIONIUM OTHOIIEHUs, CBSI3aHHbBIE C 3aIUTON
mered OT WH@OpMAIUK, MPUYUHSOINIEH BpeJ HX 3[0POBbI0 W (WIM) Pa3BUTHIO.
CorslacHO TaHHOMY 3aKOHY «HH(pOpPMAaIlMOHHAsI 6€30I1acHOCTh JeTel» - 3TO COCTOSTHUE
3AIUINEHHOCTH, TPHU KOTOPOM OTCYTCTBYeT PHUCK, CBS3aHHBIM C IPUYNHEHUEM
nHdopmanuen Bpezia ux 3J0POBbI0 U (1in) pU3nIeckoMy, ICUXUIECKOMY, JyXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cunmy ®epepaspHOoro 3akoHa N 436-®3 wuHbDOpMmanuen, MPUUYUHSIIONEH BpE.
3710POBBIO U (MJIN) PA3BUTHIO JIETEH, ABJISIETCS:

1. uHDOpMAaIKA, 3aIpelleHHas I/I paCIIPOCTPAaHEHUsI CPETHU JIETEH;

2. nuadopmanus, pacupocTpaHeHre KOTOPOU OTPaHUYEHO CpeZU JileTel OIpe/ieJIeHHbIX
BO3PACTHBIX KAaTETOPUU.

3. Kuadopmanuu, 3anpemieHHOU Jj1 pacCIPOCTPaHeHUs cpefu JieTeld, OTHOCUTCA:

4. nHbopManusa, noby:Kaarolas JleTeld K COBEPIIEHUIO JeWCTBUU, MPEACTABIISIONINX
yIpo3y WX KU3HU U (WIN) 370POBBIO, B T.4. IPUUYMHEHHUIO Bpela CBOEMY 370POBBIO,
caMOyOUHCTBY;

5. CIIOCOOHOCTH BBI3BaTh y JIETEH ’KeJlaHHWE YIOTPEOUTh HAPKOTHUYECKUE CPEJICTBA,
IICUXOTPOIIHbIe ¥ (WiIM) OJAypMaHUBAIWOIINE BEIECTBA, TabauyHble U3JEIUA,
AJIKOTOJIBHYIO U CITUPTOCO/IEPIKAIIYIO TPOAYKIUIO, ITHBO M HAIIUTKU, U3TOTABJINBAaEMbIE
Ha €ro OCHOBE; NPHUHATh y4YacTHEe B a3apTHHIX HrpaX, 3aHUMAThCSA IIPOCTHUTYIIUEH,
OpPO/ISI?KHUYECTBOM WJIU IIOIIPOIIAHHUYECTBOM;

6. 00O0CHOBBIBAWOINAS WJIM OIpaBAbIBAIONMIAA JIOMYCTUMOCTh Hacwiausad u (wim)
JKECTOKOCTU JMOO0 TOOYK/IAaIoas OCYIEeCTB/IATh HACUJIbCTBEHHBIE JIEHCTBUS IO
OTHOIIIEHUIO K JIIOAAM U ’)KUBOTHBIM;

7. OTpUIIAIONIAsA ceMelHbIe IEHHOCTH W (OPMHUPYIONIAsA HEyBaKEHHE K POJAUTENAM U
(wn) IPpyTUM WiIeHaM CeMbU;

8. ompaszpIBaoIas IPOTUBOIIPABHOE ITOBE/IEHUE;
9. cozieprKaIas HereH3ypHYy0 OpaHb;
10. coziepkanias HHGOPMAIHUIO0 TOPHOTrPapUUeCKOro Xapakrepa.

K undopmarnuu, pacnpocTpaHeHre KOTOPOU OTPAaHUYEHO CPEJIU JIETell OnpeieIeHHOTO
BO3pAacTa, OTHOCUTCA:

1. uadopMaIus, IpecTaBiasieMass B BUAe U300paskeHHsA WIH OIMHCAHUS KECTOKOCTH,
¢usnueckoro u (MIM) IICHXMYECKOTO HACHJ/IUS, MPECTYyIUIEHUA HWJIH HWHOTO
aHTHUOOIIECTBEHHOIO JEeHCTBUA;



2. BBIBBIBAIONIAA Yy JIETEH CTpax, y:Kac WIHM MAHUKY, B T.4. IIPeJiCTaB/isieMas B BHJE
U300parkeHUsT WM OITMCAHHUS B YHIIKAKOIIEH YeJI0OBEYECKOe JIOCTOMHCTBO dopMe
HEHAaCHJIbCTBEHHOU CMePTH, 3a00JIeBaHUsA, CAMOYOHUICTBA, HECYACTHOTO C/Iy4asi, aBaApUU
WU KaTacTpodbl U (MJIN) UX ITOCIIE/ICTBUH;

3. IpeJicTaBysieMas B BUJIe N300pa*keHUsI UM OIMCAHUS TIOJIOBBIX OTHOIIEHUH MEXKIY
MY>KUYUHOU U KEHIITUHOU;

4. coaeprkauana 6paHHI>Ie CJIOBA U BbIPpAXKEHUA, HE OTHOCAIITHUECA K HeHeHBypHOﬁ 6paHI/I

C yuetom sToro Bam mpeasaratores nmpaBuiia paboTsl B ceTu MIHTepHET /11 pa3IUUHBIX
BO3PACTHBIX  KaTeroOpuH, cOOJIIOJIeHNEe  KOTOPBIX  IO3BOJIUT  ODECIEYUTh
nHOpMaIMOHHYI0 6€30ITaCHOCTD BAIIIUX J€TEM.

OO1rye mpaBwWIa JIIS POAUTEIEH

1. HesaBumcumo oOT Bo3pacra pebeHKa HCIOJB3YyHTEe IIpOorpaMMHOEe obecliedeHue,
nomoraroiee GUIBTPOBATh U KOHTPOJMPOBATH WHGOpPMAIIUIO, HO He IoJaraiTech
ITOJTHOCTBIO HA Hero. Baire BHUMaHue K peOeHKY - TJIaBHBIH METO/T 3aIllUThI.

2. Ecytu Bainn pebeHOK MMeeT aKKayHT Ha OJHOM U3 COIUaTbHBIX cepBHcoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m1.), BHUMATeJBHO HU3y4YHUTe, KAKYyI) HUHOOPMAIUIO
MOMEIAIOT ero y4acTHHUKU B CBOUX Hpodmisax u Osorax, BrIouyas ¢ororpadpuu u
BU/IEO.

3. IIpoBepbTe, ¢ KaKMMU JPYTMMHU CalTaMU CBs3aH COLMAJIbHBIN cepBUC Baiero
pebenka. Crpannuku Bamrero pebeHka MoryT ObITh 6e30macHBIMH, HO MOTYT U
COZIEP?KATh CChUIKU Ha HEXKeJIaTeJIbHbIE U OTIaCHbIE CAWThI (HapuMep, MTOPHOCAUT, WJITH
CalT, Ha KOTOPOM JIpyT yIIOMHHAeT HOMEP COTOBOTO TesjedoHa Barero pebeHka win
Bamr qomarntHui agpec)

4. IMoompsitTe Bamux geteit coob1aTh 000 BCEM CTPAHHOM WJIM OTTAJIKUBAIOIIUM U HE
CJIMIIKOM OCTPO pearupyure, KOrja OHU 3TO JiesIaloT (13-3a olaceHus MOTepATh JOCTYII
Kk VIHTepHeTy neTH He TOBOPAT POJUTENSIM O IMpobyieMax, a TaKKe MOTYT HA4aTh
HCII0JIb30BaTh VIHTEpPHET BHE JI0Ma U IIIKOJIBI).

5. Bynbre B Kypce ceTeBol ku3HU Bamiero pebenka. VIHTEpecyiTech, KTO UX JAPY3bsA B
W HTepHeT Tak ke, KaK NHTepecyeTeCh pealbHbIMU JIPy3bAMMU.

Bospacr ot 7 110 8 ner

B MuTepHeTe pebeHOK cTapaeTcs MOCETUTh Te WU WHbIEe CAUThI, 8 BO3MOXKHO U YaThl,
paspelieHre Ha IOCEIIeHHe KOTOPHIX OH He MOoJydusa Obl OT poxureseil. IlosTtomy
poauTesisiMm OCOOEHHO TOJIE3HBI OyAyT Te OTYEThI, KOTOpPHIE IIPEIOCTABIAIOTCS
IporpaMMaMu [0 OTPAaHHWUYEHUI0 MCHOJIb30BaHus VIHTepHeTa, T. e. PoaurTenbckuil
KOHTPOJIb WJIM TO, UTO BBl CMOXKeTe YBUJIeTh BO BpeMeHHBIX (pailiax. B pesysbrarte, y
pebeHKa He OyZeT OIIyIIeHUs, YTO 3a HUM BeJIETCA IMOCTOSHHBIM KOHTPOJIb, OJTHAKO,
poauTenu OyAyT IMO-TIPEXKHEMY 3HaTh, KaKHe CAUThI IOcelaeT ux pebeHOK. JleTu B
JAaHHOM BO3pacTe 00J1aJJal0T CHJIBHBIM YyBCTBOM CEMbH, OHU JIOBEPUUBBHI U HeE
COMHeBarTcs B aproputerax. OHU JII00AT UTPATh B CETEBbIE UTPHI U IIyTEIIeCTBOBATH 110
VHTEpHETY, WCIOJIb3ysA BJIEKTPOHHYIO IIOYTY, 3aXOAUTh HAa CalThl W 4aThl, He
peKOMeH/I0BaHHbIE POJAUTEISIMH.

CoseTsl o 6e30macHOCTH B ceTu MIHTepHeT /11 AeTelt 7-8 et



1. Co3paiiTe CIIMCOK JOMAIIIHUX IIPABUWJI IocelleHus: VIHTepHeTa IpU yYacTUH JeTed U
TpeOylTe ero BHITIOJTHEHUS.

2. TpeOyitte oT Bamiero pebenka coOJiroieHUsI BPEMEHHBIX HOPM HaXOXJIEHUS 34
KoMIbIoTepoM. Ilokakute pebeHKy, YTo Bbl HabsI0aeTe 3a HUM He IMOTOMY 4TO Bam
3TO XOUYeTCs, a MOTOMY YTO Bbl GecriokouTech 0 ero 6e30IacHOCTH U BCETZ[Aa TOTOBBI MY
IIOMOYb.

3. Komnbrotep ¢ nosikioueHneM K VIHTEpHETY /TOJI?KEH HaXOAUThCsS B OOIel KOMHATe
10/l IPUCMOTPOM POTUTENIEN.

4. I/ICHOHLBYﬁTe criequajJibHbI€ AE€TCKHE IIOMCKOBbIE MAIlllTHbI.

5. Mcniosp3yiiTe cpezicTBa OJIOKMPOBAHUSA HexkeslaTeJIbHOIO KOHTEHTA KaK JIOTOJIHEHUe
K CTaHZApTHOMY PonTeThcKOMY KOHTPOJIIO.

6. CospaiiTe ceMEWHBIA 3JIEKTPOHHBIA SIIMUK, YTOOBI HE IIO3BOJIUTH JIETSIM HMETH
cobCTBEHHBIE ajipeca.

7. BiokupyiTe MOCTyn K caTaM ¢ OecCIIaTHBIMU ITOYTOBBIMH SAIIHUKAMU C ITOMOIIBIO
COOTBETCTBYIOIIETO IPOTPAMMHOT0 00eCcIIedeHH .

8. Ilpuyuure pgereli coBeTOBaThCsI ¢ Bamm mepes omyOJIMKOBaHUEM KaKOU-THOO
UHPOpPMALMU CPEACTBAMU 3JIEKTPOHHOW MOYTHI, YaTOB, PETUCTPALIMOHHBIX (QOPM U
npoduien.

9. Hayumure gereii He 3arpy:kaThb (ailipl, IMpOrpaMMbl WJIN MY3BIKy 0e3 Baliero
COTJIaCHA.

10. He paspemaiiTe AeTAM UCIIOIB30BATH CIIy:KOBI MTHOBEHHOTO 0OMEHAa COOOIIeHUSMH.

11. B «Oesblii» CIIUCOK CAUTOB, pa3peIIeHHBIX /IS OCEIEHH s, BHOCUTE TOJIBKO CAHTHI C
XOpOllIeH pernyTanue.

12. He 3a0bIBaiiTe GeceroBaTh ¢ 1eTbMU 00 UX JIpy3bsxX B MIHTEpHETE, KaK ecu ObI peub
1712 O PY3bAX B PeIbHOU KU3HU.

13. He nemnaiite «taby» 13 BOIIPOCOB MTOJIOBOH JKU3HU, TaK KaK B VIHTEpHETE 1e€TU MOTYT
JIETKO HAaTKHYTbhCSA Ha TOPHOTIPadUI0 UM CAUTHI «/1JI1 B3POCIIBIX».

14. Ilpuyuure Bamero pebeHka cooOIIaTh BaM O JIFOOBIX yrpo3axX WM TPEBOTaX,
cBsA3aHHBIX ¢ THTepHEeTOM. OCTaBalTECh CHOKOMHBIMHU U HAIIOMHUTE JIETSAM, YTO OHU B
0e30macHOCTH, €CJIM CaMH paccka3ajii BaM O CBOMX TpeBorax. IloxBanute ux u
IIOCOBETYITE IOJIOUTH ellle Pa3 B MOI00HBIX CIyYasIX.

Bospacr zgeTeii oT 9 710 12 JieT

B manHOM BO3pacre JeTH, KaK IIPaBUJIO, y:Ke HACJBIIIAHBI O TOM, Kakas HHMOpMAIUs
cymectByer B MuTepHere. COBEpPIIEHHO HOPMAJIbHO, YTO OHH XOTAT 3TO YBUJETbH,
MPOYECTh, YCJIBIMIATh. IIpH 3TOM HYKHO IIOMHHTB, YTO JOCTYI K HeXKeJaTeJIbHBIM
MaTepHajiaM MOKHO JIETKO 3a0JIOKUpPOBATh IIPH IIOMOIINU CpeJICTB PojinTesIbcKOoro
KOHTPOJIS.

CoBeThlI 110 6€30IIaCHOCTH JJISA IETEH OT 9 0 12 JIEeT



1. Co3aiiTe CIIMCOK JIOMAITHUX IPaBUJI MOcelleHusl MHTepHET MpHU yJacTUH JIeTed U
TpeOylTe ero BHITIOJTHEHUS.

2. TpeOyiiTe oT Bamrero pebeHka coOII0IeHUA HOPM HaX0K/IEHUS 32 KOMITBIOTEPOM.

3. Habsrogaiite 3a pebeHKOM Ipu paboTe 3a KOMIIBIOTEPOM, IMOKAKUTE €MY, UTO BbI
0eCIIOKOUTECH O €r0 OE30IIACHOCTH U BCET/Ia TOTOBHI OKA3aTh €My ITOMOIITb.

4. Komnbiorep ¢ mozkioueHrueM B VIHTepHET JTO/KEH HAXOJIUThCS B OOIIEH KOMHAaTe
IO/l IPUCMOTPOM POJIUTENIEN.

5. Mcriostp3yiiTe cpefcTBa OJIOKMPOBAHUS HEXKEIAaTeIbHOTO KOHTEHTA KaK JIOTOJIHEHUE
K CTaH/IaPTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe NPUHUMATDh HETIOCPEZICTBEHHOE YUacTHe B JKU3HHU pebeHKa bece/10BaTh
¢ eTbMU 00 UX Apy3bsax B IHTEpHeTe.

7. HacramBaiiTe, 4TOOBI IETH HUKOT/IA HE COTJIAIIAINCH HA JIUYHbBIE BCTPEYUH C JIPY3bsIMHU
o urepHery.

8. Ilo3BosisiliTe MIeTSIM 3aXOAUTHh TOJBKO HA CAaUThI U3 «0EI0ro» CIIFCKA, KOTOPBIH
co3ZlaliTe BMECTe C HUMHU.

9. Ilpuyuurte pereli HUKOIZIAa He BBIIABATH JIMYHYIO HHQOpMALUIO CpeiCTBaMHU
BJIEKTPOHHOM IOYTBHI, YAaTOB, CHCTEM MTHOBEHHOrO OOMeHa COOOIIEeHUAMU,
perucrpanyoHHbIX (OpM, JUYHBIX NpOoduiIeld U IpU PerucTparuu Ha KOHKYPCHI B
HNHurepHere.

10. [IpuyunTe feTeil He 3arpykaTh nMporpammsl 0e3 Barmero pasperienus. O0bsACHUTE
UM, 4YTO OHU MOTYT CJIy4alHO 3arpy3uTh BHUPYChl WU JIPYTOe HeXKeJaTeIbHOe
IporpaMMHOe obecIieueHue.

11. Cospmatite Bamemy peOeHKy OrpaHHUYEHHYI0 VYETHYIO 3alluch JJiA paboThl Ha
KOMIIBIOTEPE.

12. Ilpuyuure Bamiero peGenka coobmiaTh BaM O JIIOOBIX Yrpo3ax WU TPEBOTAX,
cBaA3aHHBIX ¢ MHTepHEeTOM. HammoMHUTE AETAM, YTO OHU B OE30MACHOCTH, €CIU CaMH
pacckasajy BaM O CBOMX TPEBOTaX U ONaceHUAX.

13. Pacckaxure sietsim o nopHorpaguu B UHTepHeTe.

14. HacrauBailiTe Ha TOM, 4YTOOBI JE€TH TMPEAOCTAB/SUIM BaM JIOCTYII K CBOEH
3JIEKTPOHHOU MOYTE, UTOOBI BbI yOETHJIUCH, UTO OHU He O0IIAIOTCS C HE3HAKOMIIAMH.

15. OObscHUTE [AeTsIM, YTO HEeJb3s UCIOJIb30BAaTh CETh /I XYJINTAHCTBA,
pacmpocTpaHeHUs CIUIETEH WX YTPO3.

Bospacrt zereti oT 13 /10 17 JIET

B aTOM BO3pacre MOAPOCTKH aKTHBHO HCIIOJIB3YIOT ITOMCKOBBIE MAIITMHBI, ITOJIb3YIOTCS
BJIEKTPOHHOU IIOYTOU, CIyKOaMH MTHOBEHHOTO OOMeHa COOOIIEHHsIMH, CKAuHBaIOT
My3bIKy U QWIbMbl. MaJgbumKaM B 3TOM Bo3pacTe OoJIbIlle IO HPaBYy CMeETaTh BCE
OTPAaHUYEHUsI, OHH JKOKAYT TpyOOro IOMOpA, Aa3apTHBIX WIP, KAPTUHOK «JJIA
B3POCJIBIX». JIeBOUKHU MPEAIIOUNTAIOT OOIIAThCA B YaTax, IIPH 3TOM OHH ropaszio bosee
YyBCTBUTEJILHBI K CEKCyaJIbHBIM JIOMOTaTeIbCTBAM B IHTepHeTe.



3aJvacryio B JaHHOM BO3pacTe POAUTENIAM y:Ke BecbMa CJIOXKHO KOHTPOJIUPOBAThH CBOUX
neTel, Tak Kak 00 VIHTepHeTe OHU y:Ke 3HAIOT 3HAYUTEIbHO 0OJIbIIIE CBOUX POJUTEIIEH.
Tem He MeHee, He OTIIyCKaliTe JeTell B «CBOOOJIHOe IUIaBaHHEe» IO VIHTepHeTy.
CrapaiiTech aKTUBHO y4acTBOBaTh B 00IleHN U pebeHKa B IHTepHeTe.

BakHO TmO-TIpeskHEMY CTpPOro coOsrofarh npaBuia HHTepHET-0€30macHOCTH -
corJlallieHue MeXAy POJIUTENSAMU U JeTbMU. Kpome TOro, HeoOXOAUMO KaK MOKHO
yalre MpocMaTpUBaTh OTUETHI O JiesiTeIbHOCTH JieTel B MHTepHeTe. Citesryer 0OpaTUTh
BHUMAaHHE Ha HEOOXOIMMOCTh COJIEPKAHUSA POAUTEIbCKUX I1apoJiedl (mmaposien
aJMUHHCTPATOPOB) B CTPOrOM CeKpeTe M O0OpaTUTh BHHMAaHHE Ha CTPOTOCTh 3THUX
rapoJien.

CoBerTbl 110 6€30ITaCHOCTH B 9TOM BO3pacTe OT 13 10 17 JIET

1. CosmaiiTe CHOHCOK [IOMAIIHUX TMPAaBUJI IOCelleHus IIHTepHeTa IpU Y4YaCTUH
MIOZPOCTKOB U TpeOyiiTe 0e3ycIOBHOTO ero BbINOJHeHUsA. OOGroBopute ¢ pebeHKOM
CIIMCOK 3alpelleHHbIX CANTOB («YepHBIH CIHCOK»), Yachl paboThl B HHTEpHETe,
PYKOBOZICTBO 110 001ieHuI0 B FIHTEepHETe (B TOM YHCJIe B YaTax).

2. KoMmproTep ¢ MOAKIIOUEHUEM K ceTH VIHTEpHET AO/IKEH HaXOJAUThCA B OOIIen
KOMHare.

3. He 3abbIBaliTe Gece/ioBaTh ¢ AeTbMH 00 UX ZIpy3bsx B IHTepHETE, O TOM, YeM OHH
3aHATHI TAKUM 00pa3oM, OyATO peub UET O APY3bIX B peasbHOU Ku3HU. CpaniuBaire
0 JIIOJAX, C KOTOPBIMHU JETHU OOIIAIOTCA IOCPEACTBOM CIY:KO MIHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, UTO STH JIFOAU UM 3HAKOMBI.

4. Vlcnonb3yliTe cpeAcTBa OJIOKUPOBAHUSA HeKeIaTeJIbHOTO KOHTEHTA KaK /I0IOJJIHEHNe
K CTaH/IapTHOMY Po/iuTessbckoMy KOHTPOJIIO.

5. Heobxomumo 3HaTh, KaKUMH 4YaTaMU IOJIB3yIOTCA Bamm getu. IloompsiiTe
HCIIOJIb30BaHUE MOJIEpUPYEMBIX YaTOB M HacTauBailTe, 4yToObl /IeTH He oOIIaIuch B
IPUBATHOM PEXUME.

6. HacrauBaiiTe Ha TOM, YTOOBI JIETU HUKOT/IA HE BCTPEYAIUCH JIUYHO C JIPY3bsIMHU U3
cetu lHTEpHET.

7. IlpumyumTe pgeTeld He BbIJIaBaTh CBOIO JIMYHYI0 HWHQOPMAIMIO CpeAcTBaMU
DJIEKTPOHHOUW TOYTHI, YaTOB, CHCTEM MTHOBEHHOTO OOMeEHa COOOIIEHUSIMH,
pETUCTPAaiMOHHBIX (OPM, JUYHBIX HTPO(UIeld W IPU PETUCTPAIUH Ha KOHKYPCHI B
HNHurepHere.

8. [IpuyunTe nereil He 3arpykatbh mporpaMmbl 6e3 Bamiero paspemenus. O6bsacHUTE
UM, 4YTO OHU MOTYT CJIy4allHO 3arpy3uTh BHUPYChl WU JIPYrOoe HeXXeJaTeIbHOe
IporpaMMHOe obecIieueHue.

9. Ilpuyunre Bamero peGeHka cooOmaTth BaM O JIIOOBIX Yrpo3aX WU TPEBOrax,
cBsA3aHHBIX ¢ MIHTepHeTOM. HamoMmHuTE /IeTsIM, UTO OHU B 0E€30IIaCHOCTH, €CJIH CaMH
pacckasajii BaM, O CBOMX yTpo3axXx WM TpeBorax. IloXBajuTe WX U IOCOBETYHTE
MIOZIOUTH elrfe pa3 B MO/I00HBIX CIyJasX.

10. Pacckaxkute getsim o nmopHorpaduu B MHTepHeTe. [ToMoruTe MM 3alIUTUTHCA OT
criama. HayuuTe mnoApOCTKOB He BbIZIaBaTh B LIHTepHETEe CBOEro peajbHOTO
SJIEKTPOHHOI'O aJipeca, He OTBeYaTh Ha HeXXesjaTesJbHble IIMCbMa MW UCIIOJIb30BaThb
crernyajabHble TOYTOBbIE (DUIIBTPHI.



11. HpI/Iy‘-II/ITe ce0sI BHAKOMUTHCS C CaﬁTaMH, KOTODPbIE ITOCEMAIOT ITIOAPOCTKH.

12. HayuwnTe eTelt yBakaTh PYTUX B UHTEpHeTe. YOeaUTeCh, YTO OHU 3HAIOT O TOM, UTO
MpaBUJIa XOPOIIIETro MOBeAEHU AeUCTBYIOT Be3/ie — Jla’ke B BUPTyaJIbHOM MUpE.

13. OObsicHUTE AeTsAM, UTO HHU B KOEM CJIydyae HeJb3s HCIOoJIb30BaTh CeTh JIst
XyJIMTAHCTBA, PaCIPOCTPAaHEHM S CIUIETEH WJIN YTPO3 APYTUM JIIOAAM.

14. ObcyanTe ¢ MOAPOCTKAMU IIPOOJIEMBI CETEBBIX a3apPTHBIX UTP M UX BO3MOKHBIU
puck. HanmomHuTE, YTO /IeTH He MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocToAHHO KOHTPOJIUPYHTE ucnoiab3oBaHue MHTepHera Bamum pebGenkom! 310 He
HapyIIeHHe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa IPEIOCTOPOKHOCTU U IPOSABJIEHUE
Barmeit poanTesbCKON OTBETCTBEHHOCTH U 3a00THI.



